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The following is a list of the right definitions that are available in RT. In order to control users, groups, and global access this list will include the Technical Services guidelines for right assignment. ALL rights (privileges) are granted to groups and roles. NO individual user’s are granted privileges.

· AdminAllPersonalGroups: Not in use at IS.

· AdminCustomFields: This right is reserved for System Administrators (Technical Services). It allows the creation/deletion of Custom Fields. However, for Queue-specific fields, the Support group for that queue will be granted this right.
· AdminGroup: This right is reserved for System Administrators. It allows the creation/deletion of User-Defined groups.

· AdminGroupMemberShip: This right is granted by System Administrators to Queue AdminCc’s. It allows grantee to add/delete members of any group they are members of.

· AdminOwnPersonalGroups: Personal Groups are not in use (or supported) by IS. However, if created, they allow a User to set up a group of users that he can delegate any/all of his rights to.
· AdminQueue: This right is reserved for System Administrators. It allows the creation/deletion of Queues and changes to the “Basics” info for that Queue..

· AdminUsers: This right is reserved for System Administrators. It allows creating/deleting Users.

· AssignCustomFields: This right is granted by System Administrators to Queue AdminCc’s. It allows grantee to assign any existing Custom Field to be applied to all tickets within their respective Queue(s).

· CommentOnTicket: This right is granted by the Queue AdminCc. Technical Services recommends using discretion when granting this right to users. It allows comments to be entered into a ticket without granting the “ModifyTicket” right.
· CreateSavedSearch: A Global right granted by System Administrators to allow all users “Query” access to the ticket data in any queue they have been given the right to “see”.

· CreateTicket: This right is granted by the Queue AdminCc. This right should be limited to those people (group of customers) that have a need to create a ticket in your queue. This right, without the “SeeQueue” right allows the creation of a ticket using E_mail only. To create a ticket within RT, the “SeeQueue” right must also be granted.

· DelegateRights: This right is granted by System Administrators to Queue AdminCc’s. It allows the grantee to grant any privilege they “have” to someone else. If granted to other users, they would be able to delegate their rights to personal groups.
· DeleteTicket: This right is granted by the Queue AdminCc. Technical Services recommends that the Queue Administrators (AdminCc-Watchers) retain this right for themselves.

· EditSavedSearch: A “global” right granted by System Administrators to allow all users access to modify any query that has been saved by any group they are members of.

· LoadSavedSearch: A “global” right granted by System Administrators to allow all users access to any query that has been saved by any group they are members of.

· Modify ACL: This right is granted by System Administrators to Queue AdminCc’s at the Queue level. It allows grantee to modify an existing ACL (Access Control List) they created. The rights granted to a group for your Queue is an ACL.
· ModifyCustomField: This right works in conjunction with Applying a Custom Field (CF) to a Queue. CFs are separate objects and therefore have a separate set of rights. Applying a CF to a Queue only “allows” that object (a record in a table in the RT DataBase) to be attached to a ticket. In order for that object to have a value that can be seen and modified, it has to have this right granted to a group or groups.
· ModifyOwnMembership: This right is granted by System Administrators to Queue AdminCc’s. It allows the grantee to alter their membership in any group they are already a member of.
· ModifyOwnMembership: This right is granted by System Administrators to Queue AdminCc’s. It allows the grantee to alter their membership in any group they are already a member of.

· ModifyQueueWatchers: This right is granted by System Administrators to Queue AdminCc’s to allow the addition or deletion of a watcher for their queue.

· ModifyScrips: This right is reserved for System Administrators at the Global level and Queue Administrators for Global. It allows the creation, deletion, and modification of scrips at the granted level.

· ModifySelf: A Global right granted by the System Administrator. It allows LDAP to automatically update their “user preference” data with new passwords, etc.

· ModifyTemplate: This right is reserved for System Administrators at the Global level and Queue Administrators for Global. It allows the creation/deletion/modification of templates at the granted level.

· ModifyTicket: This right is granted “globally” to the role “owners”. Queue Administrators can grant this right “additionally” to any other role or group they desire for their queue. This right allows all fields in a ticket to be modified (except custom fields, which is granted separately by group).
· OwnTicket: This right is granted by the Queue Administrator. Technical Services recommends granting this right to the technical support group that “works” on the tickets.

· ReplyToTicket: This right has been granted “globally” to the “Requestor” and “CC” roles. It allows the grantee to reply to email from RT and have the reply recorded within a ticket in RT.

· SeeCustomField: See ModifyCustomField. In order for the value of a CF  to be seen, it has to have this right granted to a group or groups.
· SeeQueue: This right is granted by the Queue Administrator. Granting this right allows grantee the ability to see the Queue in the drop-down list when creating a ticket within RT. It is used in conjunction with “CreateTicket” to create tickets and used with “ShowTicket” to see tickets in a Queue or via Query.

· ShowACL: This right is granted by System Administrators to Queue AdminCc’s. It allows the grantee to see any ACL (rights) created by said person. See ModifyACL.

· ShowConfigTab: This right is granted by System Administrators to Queue AdminCc’s. This right allows the Queue administrator access to the “Configuration” tab in the top navigation bar. The “Configuration” tab is where rights are granted.

· ShowOutgoingEmail: This right is granted by the Queue AdminCc. Technical Services recommends using discretion when granting this right to users. It allows outgoing email correspondence to be seen (in ticket history).  

· ShowSavedSearch: A “global” right granted by System Administrators to allow all users access to see any query that has been saved by any group they are members of.
· ShowScrips: This right is granted by System Administrators to Queue AdminCc’s. It allows the grantee to see the notification scrips that apply to their respective Queue(s).
· ShowTemplate: This right is granted by System Administrators to Queue AdminCc’s. It allows the grantee to see the templates used by the scrips that apply to their respective Queue(s).

· ShowTicket: This right is granted by the Queue Administratorr. It allows users or groups the right to see tickets in that RT queue or via query. It is used in conjunction with “SeeQueue”.
· ShowTicketComments: This right is granted by the Queue Administrator. It will allow any user or group the right to see ticket “comments” in that queue.
· StealTicket: This right is granted by the Queue Administrator. It allows a user to “Take” ownership of a ticket that is already owned by someone else. If the Queue Admin wants to allow the developers in the support group to manage who owns what tickets themselves, then this right can be granted to that support group. If not, then the Queue Admin should have this right exclusively.

· TakeTicket: This right is granted by the Queue Administrator. It allows a user to “Take” ownership of a ticket that is not owned by someone else. If the Queue Admin wants to allow the developers in the support group to manage who owns what tickets themselves, then this right can be granted to that support group. If not, then the Queue Admin should have this right exclusively.

· SuperUser: This right reserved for System Administrators only.

· Watch: This right is granted by the Queue Administratorr. It will allow users or groups the ability to add themselves as a “cc” watcher to a ticket.  

· WatchAsAdminCc: This right is granted by the Queue Administratorr. It will allow users or groups the ability to add themselves as a “admincc” watcher to a ticket. This is NOT the same as the “AdminCc” watcher of a queue. This will also allow them to get emails that are sent to the AdminCc.
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